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Cyber Security is much more

than a matter of IT.
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As the old saying goes: the only constant in life is change. That

especially applies to technology, with new apps, new social networks,

and social media challenges emerging every few months. 

 

Violence Prevention Avalon East wants to ensure you know about the

most pressing issues surrounding your children and online safety. We will

look at issues such as:

Cyberbullying

Exchanging Intimate Images

Exposure to Sexually Explicit Material 

Luring

Self/Peer Exploitation

Sextortion 

This document is compiled using information from ProtectKidsOnline.ca,

CyberSafeBC.ca, CyberTip.ca, The Canadian Centre for Child

Protection, Stats Canada, and SmartSocial.com
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1) Advise discontinuing contact with the bully, and report the bully

 

Cyberbullies do hurtful things to get a reaction. Responding to the bully not only gives them what

they want; it also fuels more bullying. It is always better to walk away and ignore any in-person

contact attempts. Report the bully to the social network they are harassing your child on. If in-person

attempts happen at school, engage a teacher/principal. If threats or blackmail are involved, call the

police.

 

2) Reinforce your child's security settings

 

Help your child feel better by deleting and/or blocking their bully, and ensuring their privacy settings

are set up to protect them from any future issues.

 

3) If sexual photos/videos are involved...

 

Follow the app's Reporting Tool to have the image removed as soon as possible. Indicate that the

person in the photo is a child who did not post the picture/video, did not consent to it to be posted

and objects to the continued posting of the content. Get the police involved.

 

4) Encourage them and emphasize the importance of friendship

 

Remind your child about the qualities that make them a 

great person, and remind them of the friends who make 

them feel good about themselves, who provide support 

and strength.

-  THE  CANADIAN  CENTRE  FOR CH I LD  PROTECT ION

A form of extreme bullying among 
youth via technology. It is abusive, targeted, 

deliberate and repeated behaviour that is intended 
to damage and harm another young person.

What can you do if your child is being cyberbullied?



Every situation is different, but it's important that your child knows that being a passive

bystander can be just as detrimental as the cyberbullying itself. Here are a few options 

you can encourage your child to consider:

 

1) Teach them empathy

 

Ask them the following questions: How would they feel if they were in their friend's

situation? What would your child want your friends to do, if they were confronted by a

bully? Teaching your child to empathize can allow your child to better react in situations

where they may need to step up.

 

2) Refuse to participate and speak out against the action

 

Don't like, share, or talk about the hurtful cyberbullying with others. Depending on the

situation, saying things like "I actually think (NAME) is awesome", or "that wasn't cool/nice"

may stop the bully in their spot. If that's not enough, encourage the friend to engage a

teacher or parent. If the child is too embarrassed to do so, your child could ask to do so on

their behalf.

 

3) Ask the friend what the best way to support them would be

 

Reach out to the friend being victimized and offer an 

ear to listen, and ask if there is anything you can do 

to assist them through this time.
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What advice can you give your child if
they mention their friend is being

cyberbullied?
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In Canada, distributing an intimate image of another person without their consent

is illegal, and if the image involves someone under 18, it may be illegal to distribute

the image, even if consent was provided.

 

 

 

 

 

Regaining Control of the Situation

 

1) Contact the social network the image is circulating on and report the image,

stating the person in the photo is a minor, a Canadian citizen, did not post the

image and does not consent to the distribution of the photo.

 

2) If your child is afraid of somebody potentially sharing an intimate photo,

encourage your child to privately contact the person who has the image and

blatantly write, "I do not consent to you having the photo/video of me sent on

(DATE) with (DESCRIPTION). I want you to delete it and do not give you permission

to share it." Having it in writing provides proof, and also means the person cannot

state they weren't aware of your child's views on the matter.

 

3) In Canada, there is something called, "Prevention Order". Your local courthouse

has information about how to obtain one and if the judge believes your child’s fear

is reasonable, the order will be granted.

Protecting Children Online:
Exchanging Intimate Images 
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Often come across it by accident, searching for something else.

Children lack the emotional maturity to understand sexualized content, and may

unconsciously store the experience in their brains to try to make sense of what they have

seen, internally. 

Impact varies on the child, the child's age, the kind of content viewed, and the

circumstances surrounding how it was viewed.

While much of the the sexually explicit material that can 

be found online is indeed legal, it can be detrimental 

if your child comes across it.

 

Younger Children

 

 

 

 

Exposure to sexually explicit material can:

 

 

Protecting Children Online:
Exposure to Sexually Explicit Material

Prematurely sexualize a child.

Interfere with a child’s healthy sexual development.

Entice a child to experiment with sexually explicit behaviour, to make sense of it.

Allow a child to normalize and become desensitized to high risk behaviour.

Shape a child’s expectations in relationships.

Shape a child’s expectations of physical appearances and certain sexual acts.

Blur boundaries and increase a child’s risk of victimization.

Increase a child’s health risks (IE sexually transmitted diseases).

Increase a child’s risk of problematic sexual

     behaviour against others.
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Pornography is not often realistic. It creates confusing attitudes, expectations, and

beliefs about what to expect of a healthy sexual interaction.

Pornography may make sexual violence seem okay, that aggression will get you what

you want, and that “no” means “yes.”

Pornography often reinforces gender stereotypes. The majority of material

showcases men calling the shots, while women are meant to be used for a sexual

purpose. It may portray people as objects; a thing to be used; not valued and

respected.

Pre-Teens and Teenagers

 

It's normal for preteens and teenagers to be sexually 

curious, and to seek out explicit material. That being said, preteens and teenagers

often do not have the maturity or experience to understand sexuality and relationships;

reality versus pornography.

 

What can exposure to sexually explicit material do to a pre-teen/teenager?

 

 

 

 

 

 

Protecting Children Online:
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Set limits on your child’s device use and what they are allowed to view (EX: Internet, TV

and video games).

Supervise your child when they are online.

Set up parental controls and use filtering software.

Use child safe visual search engines and apps (EX: Kiddle).

Many social networks have youth versions (EX: Youtube Kids, Facebook Messenger Kids)

Talk openly about the hidden negative messages in music, media, fashion, and

advertising (EX: power and control, glorifying violence, sexual harm, gender stereotypes).

Be a living example of healthy relationships and healthy sexuality that your child can

compare to when trying to make sense of mass media messages.

Promote a positive body image.

Promote positive gender identities.

How can you reduce your child's exposure to sexually explicit material?
 

 

 

 

 

 

Parents are the #1 influencer

 
... Especially when it comes to shaping beliefs and values around developing healthy and

fulfilling relationships. It's important to:
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-  PROTECTK IDSONL INE .CA

Online luring happens when a person 
(usually an adult) communicates with a young person online, 

to commit a specific sexual offence against that young person. An
example of this would be if a person asks, hints at or tries to convince a

young person to send naked or semi-naked sexual pictures or videos.

They often aren't developmentally mature enough to handle complex online

situations.

Many conversations start quickly and friendly; they may be flattered or intrigued,

believing it's harmless talk.

They may be embarrassed or afraid of getting in trouble when they realize they may

be in an unsafe situation, so they may not ask for help.

They might believe they are falling in love with 

Some adults have bad intentions, and go online to prepare minors for future sexual

contact. They do this by misrepresenting themselves, sending or asking for sexually

explicit material, or trying to establish an intimate relationship with the teen to extort

personal information and/or meet them in person.

 

Why are children and teens vulnerable?

 

 

 

 

     the person, and may want to meet them.

Police reported cyber crime in NL

increased 87% between 2016 to 2018.



Violence Prevention Avalon East

www.ViolencePreventionAE.ca

Protecting Children Online:
Luring

Encourage open communication but understand that your child may be hesitant to

share personal experiences with you, due to social judgment or peer pressures.

Use a real-life example; your child is less likely to become defensive when a

scenario isn't about them personally, and it opens the door for your child to share a

similar concern or experience.

Teach them not to respond to messages that make them feel uncomfortable and to

confide in a trusted adult about it.

Explain how sharing personal information online with the wrong person can leave

someone open to a potentially dangerous situation or a scam.

Talk about how to get out of conversations when they feel uncomfortable. (EX: “I

don’t want to” followed by deleting and blocking the person. OR make up excuses:

“My parents check my computer randomly”).

Explain that adults should never attempt to become “friends” with or give sexual

attention to teenagers. It is boundary-breaking, dangerous behaviour.

Discuss that it is illegal to threaten someone, online or offline. Explain that threats

are often used in an attempt to control youth and get them to comply with unsafe

demands. If someone threatens them, they should NOT respond and should talk to

a trusted adult.

How can you talk to your 

children about online luring?
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Self/peer exploitation is generally defined 
as youth creating, sending or sharing sexual images and/or 

videos with peers online or through electronic devices (e.g., texting,
messaging apps, social networking sites)

Teens typically don't tell parents about experiences they are embarrassed or

ashamed of, so don’t be hard on yourself for not seeing warning signs earlier. 

Everybody makes mistakes and this should be used as an opportunity for them to

learn and grow. Encourage them to separate the error in judgment from how they

define themselves, moving forward.

The circulation of sexual images/videos among peers and their distribution online

may have short and longterm impacts on mental health, depending on your teen’s

personality, temperament, available support and attitude.

Monitor your child and interactions with their peers, following an exploitation

incident; your child may be subjected to bullying, harassment, or alienation. This may

leave your child feeling isolated, ashamed, helpless or humiliated. Take threats of

self-harm seriously and seek professional help immediately.

What if this happens to your child?
 

Reported online exploitation has increased by

120% in Canada betweeen 2016 and 2018.
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Sextortion is when a person coerces someone into sending sexual images
or engaging in sexual acts over camera, then blackmailing them with the

threat of distributing the sexual images/videos if they do not pay money or
provide more sexual images/videos.

A teen's brain is wired for social interaction, and their desire for

acceptance and belonging often drives their decisions. Meanwhile,

puberty increases sexual curiosity. These highlighting factors of

adolescence increases a teen's vulnerability.

Online conversations may initially appear as friendly chatting, but it can

quickly progress to sexual conversations. Teens may feel flattered by the

compliments and continue to engage in conversation, thinking it’s

harmless messaging. In other instances, a young person may really believe

that they are in a relationship with the person they are communicating

with online. 

Messaging and live streaming services are commonly introduced for the

purpose of receiving non-sexual photos, but can progress to sending

explicit photos. This content may later be 

Teen Vulnerability

 

 

 

     used to blackmail or extort the teen.
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   Do not comply with the person's threat.  

   Screenshot the evidence of the threat.

   Stop communicating with the individual and block them on all accounts.

   Temporarily deactivate all accounts used to communicate with the  

 cindividual and explain what is happening to a trusted adult.

   Call the police.

   Report the situation to CyberTip.CA.

What do you do if your child is dealing with online extortion?
 

1.

2.

3.

4.

5.

6.

Situations can escalate quickly and teens may become overwhelmed.

Teens will often comply with threats received online, in an effort to

manage the situation on their own.

It is difficult for teens to seek adult assistance; they are embarrassed and

afraid that the sexual images/videos will be sent to people they know.

Teens require supportive responses from adults to help them manage

serious situations they encounter online; not a lecture. Ensure your teen

knows you are there to help.

Why is it important to talk to your teenager 

about the risks of online extortion?



Have you checked out 

our new website?
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