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Preface 

Violence Prevention Avalon East is an alliance of community and government 

agencies dedicated to ending violence. We act as an umbrella organization to provide 

support and enhance the violence prevention work of Member agencies throughout the 

Avalon East region. As an equality-seeking organization whose mandate is to address 

violence at its roots, the Coalition educated and advocates; increases awareness 

around the issues of violence; and lobbies for enhanced services in the prevention and 

early intervention of violence. 

The purpose of this toolkit is to help educate and bring awareness to the youth of 

Newfoundland and Labrador, particularly those ages 9 to 12. The toolkit compliments 

the PowerPoint Cyber Safety: A Presentation for Grades 4 to 6, acting as a guide for the 

presentation by giving discussion points and activities that can be used with the 

presentation. These materials have prepared to fit into the curriculum of the grades 

listed, as outlined by the Department of Education and Early Childhood Development, 

by taking into consideration what violence prevention topics are incorporated into each 

curriculum. These toolkits are to be used as supplementary information and to help 

children understand various violence prevention topics and to be used by outreach and 

educators. 

For more information, visit our website www.coaliationagainstviolence.com or call 

(709) 757-0137.  
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Introduction 

This presentation is recommended for children in Grades 4 to 6, or ages 9 to 12. 

It is based around the curriculum guides that is used in the Newfoundland and Labrador 

English School District but can also be used for other organizations and groups with 

these age groups. The purpose of the toolkit to help bring awareness and educate 

children on the topic of cyber safety, specifically cyberbullying. The discussion points 

and activities provided with this toolkit can be used as the presenter sees fit and as time 

allows. It is important to engage the children in the presentation as it will create open 

dialogue on the topic of cyber safety and help them understand the importance of 

speaking up. If this toolkit is used by a guest speaker, begin by introducing yourself. 

Discussion points are as followed: 

• Presenter should begin by asking students what they think the definition of cyber 

safety is  

• Presenter could write a list on a whiteboard or chalkboard of any examples that 

are given from the class 

• Ask students of situations that 

can harm you or make you feel 

uncomfortable through the 

internet 

• Ask students if they had any prior education on the topic of cyber safety 
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What is Internet Safety? 

In this section, presenter will teach children about the definition of internet safety. 

This section is broken up into different subsection that covers the different areas of 

internet safety. It is important to stress the importance of internet safety since this is 

usually the age where students are getting familiar with the internet. Recommended 

discussion points and activities for this slide are as followed: 

• Explain to class the broad 

definition of internet safety 

• Presenter could ask how 

much time they spend on 

the internet 

• Presenter could ask if any 

students use social media or online gaming platforms 

• Ask students if they know of any other examples of internet safety that are not 

currently on the list based on what they just learned 

Responsible Internet Use 

Responsible internet use is the base of internet safety. This means being 

respectful and using your best judgement when on the internet.  

• Ask students if they have any 

restrictions placed on their 

internet usage 
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• Discuss websites that students deem to be safe 

• Talk about people who they should report cyberviolence to 

Protecting Yourself from Strangers 

This section is important since it educates students on how to protect themselves 

from strangers. There are many predatory adults on the internet who use it as a shield 

to talk to children. Informing students on what information they should not be giving out 

is very important for their safety. 

• Ask students if there is any other information that they should not share with 

strangers 

• Discuss how students should be 

cautious with strangers on the 

internet as they are in their daily 

lives 

• Stress the importance of reporting strangers who are constantly prying for 

information about you 

Keeping Accounts Safe and Protected 

As students are entering the world of social media, it is important to inform them 

on how to stay safe and protected. This will prevent strangers from stealing their photos 

and contacting them.  

• Ask if students have social 

media. If they say yes, ask who 

has their accounts private 
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• Ask students if they engage in any communication with strangers 

• Explain how sharing your passwords can lead to identity theft and fraud 

• Ask if students can think of any other ways to keep their accounts safe 

Community Guidelines on Social Media 

Most social media sites have community guidelines set in place to protect their 

users. It is important for students to understand their purpose and why they should 

follow them. They are placed to keep them safe, so they should obey them as well. 

• Ask if students know what “community guidelines” are 

• Explain how they are in place to protect them, but they must follow them as well 

as it is how to responsibly 

use the internet 

• Discuss how without them, 

racism and other forms of 

discrimination would be more 

prevalent on social media 

• Explain how community guidelines allow you to block and report people who are 

causing you harm or distress  

Not Engaging in Cyberbullying 

This subsection is an introduction to what the focus is of the rest of the 

presentation. The rate of cyberbullying is ever increasing due to the easy access of the 

internet and the ability to be anonymous on the platforms. Many people choose to bully 

through the internet and act as “keyboard warriors”. 

• Ask if the students know what cyberbullying is 
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• Explain how cyberbullying is 

becoming a major problem in 

today’s youth as many people 

choose to use the internet to bully 

others 

• Explain how engaging in cyberbullying is not a safe way to use the internet as it 

harms others and opens you up to cyberbullying yourself 
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What is Cyberbullying? 

This section covers the definition of cyberbullying. It explains how bullying does 

not have to be direct anymore as it is becoming more commonly done through screens. 

This topic is very important for adolescents as this is the age group that is largely 

targeted. Recommended discussion points and activities are as followed: 

• Ask students if they have ever experienced or witnessed cyberbullying  

• Ask students if they can 

think of any other ways 

someone can be 

cyberbullied 

• Discuss with students on 

what constitutes as cyberbullying 

• This is an opportunity to discuss conflict resolution that does not involve physical 

bullying 

• Ask students what they think are different types of cyberbullying 

• Unlike tradition bullying, people experiencing cyberbullying are accessible to their 

bully at all times 
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Types of Cyberbullying 

This section covers the different types of cyberbullying that students should be 

aware of. This section gives examples of behaviour that constitutes as cyberbullying. 

Bringing awareness to cyberbullying to students of these age groups is extremely 

important because they are typically the ones who are just getting introduced to the 

world of social media. Recommended discussion points and activities are as followed: 

• Ask students if they have ever partaken in any of these examples 

• Ask if the students can think of any other examples that would be cyberbullying 

• Explain to students why internet safety is so important as it will protect them from 

cyberbullying 

• Have a discussion on what 

type of behaviour is 

acceptable on social media 

• Presenter could prepare real 

examples of cyberbullying to 

show the students 

• Ask students if they have ever seen any posts online that would be considered 

cyberbullying  

• Ask students what they think the consequences should be for people who use 

social media to bully others 
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Where does Cyberbullying Occur? 

In this section, presenter will explain to students all the platforms and places 

cyberbullying can occur. The main message to get across is that cyberbullying can 

occur anywhere, at any time. Any platform or device can be used for cyberbullying 

these days. Recommended discussion points and activities are as followed: 

• Ask students if they can think 

of any other places that 

cyberbullying may be 

conducted 

• Discuss why someone may 

use these locations to cyberbully 

• Discuss how someone may use social media to bully i n order to get attention  

• Presenters could ask students what good deeds they have done today – This 

activity has proven to be useful for spreading the anti-bullying message 

• Have the students write letters 

to the headquarters of social 

media platforms (e.g. 

Facebook, Instagram, 

Snapchat) and make 

recommendations on how these companies can strengthen their community 

guidelines to create safer spaces online 

• Have students create presentations on appropriate behaviour for social media 
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What Tactics Do Cyberbullies Use? 

In this section, the presenter will educate the students on how bullies tend to 

cyberbully. It is important to make them aware of these tactics as it will make it easier 

for them to differentiate between the bullying. Recommended discussion points and 

activities are as followed: 

• Presenter should ask students if 

there are any other tactics that 

they can think of. They can record 

these on a whiteboard  

• Have students roleplay these 

situations and how they would 

react to them  

• Doxing includes addresses, social 

security numbers, credit card and 

phone numbers, links to social media accounts, and other private data 

• This is a good place to link how keeping their accounts safe and protected could 

potentially prevent some of these 

tactics  

• Ask students if they have 

witnessed any of these tactics 

• People who engage in 

cyberbullying may also stalk someone in real life 
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• Since 2015, distributing a sexual photo/video of someone else without their 

consent is illegal and can be prosecuted under Canadian law. Conviction can 

result in a sentence of up to 5 years in prison. Saving or sharing sexual/nude 

images/video of a person when they are under 18 is consider 

possession/distribution of child pornography 
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What Makes it Hard to Stop? 

In this section, presenter will outline the reason why people find it hard to stop 

cyberbullying. They may know that their behaviour is wrong but have reasons in 

continuing this behaviour. These are signs for a bully, not the victim. Though the 

behavior is not excusable, it puts a perspective on why people may choose to do it. 

Recommended discussion points and activities are as followed: 

• Have students think up other reasons why someone may find it hard to stop 

• Have a discussion on ways 

that may encourage 

someone to stop 

cyberbullying 

• Discuss things to do when 

you feel the need to cyberbully 

• Have an open discussion on how everything remains on the internet – it is never 

fully deleted 
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Signs of Cyberbullying 

In this section, presenter will show a list of signs that someone who is being 

cyberbullied might exhibit. The purpose is to make students aware the signs of a victim 

of cyberbullying and let them know they should not feel ashamed if they are feeling that 

way. It helps people become aware of how someone may be feeling and why they may 

be acting like that. Recommended discussion points and activities are as followed: 

• Ask students if they can think of 

any other signs cyberbullying 

may cause 

• Have a discussion with students 

on how a friend may support 

someone who is exhibit these signs 

• Remind students that if they suspect someone is being cyberbullied, they should 

tell a trusted adult  

o It should always be 

reported if you notice 

evidence of self-harm or 

suicidal thoughts  

• If someone lashes out at you because they are being bullied, stay calm. 

Encourage the person to talk through their feelings and offer them your support 
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Effects of Cyberbullying 

In this section, students will learn about what effects cyberbullying may have on a 

person. It is a good thing for students to consider before they cyberbully someone, as it 

may cause long-term effects. Recommended discussion points and activities are: 

• Explain to students the difference between signs and effects 

• Discuss with students how these 

effects can take a serious tole on 

someone’s mental health 

• This would be a good place to 

discuss empathy with students 

• Ask students if they can brainstorm any other effects of cyberbullying 
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When Cyberbullying Breaks the Law 

In this section, the presenter will discuss how cyberbully can potentially break the 

law and these actions could be prosecuted. Most cases of bullying do not result in 

formal punishment as it is usually dealt with by parents and school administration, but 

sometimes the severity of the bullying can lead to the involvement of the police. 

Educating students on how bullying can lead to Criminal Code offences may deter them 

from participating in bullying themselves. 

Recommended discussion points and 

activities are as followed:  

• Discuss with students that most 

cases are dealt with informally, 

but you are opening up the risk of crime if you choose to participate in 

cyberbullying 

• Have students research 

statistics on cybercrime and 

create posters that they could 

present  

• Ask students if they have 

witnessed any of the behaviour 

mentioned 
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• Talk about how these crimes could lead to a fine, probation or even jail time 

• Talk about how the number of people who are being convicted of these crimes 

are rising as incidents of cyberbullying are becoming more and more serious  
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Getting Help 

In this section, the presenter will present students with a list of things they could 

do to get help if they are being cyberbullied. It is important to stress to the students that 

if they are being cyberbullied, it is not their fault. Recommended discussion points and 

activities are as followed: 

• It is important to make to stress to the students that talking to a trusted adult is 

very important if you 

are being bullied. 

They will steer you to 

the right resources 

• Discuss how 

documenting the 

cyberbullying is key for reporting it. The bully can make the post disappear, so 

screenshotting it will 

allow you to have 

evidence 

• Ask students about 

any other ways a 

victim could 

potentially get help  

• Have the students create a safety plan that they can use in case they are being 

cyberbullied  
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• Create a safe space in the classroom where students can disclose their problems 

like cyberbullying with no judgement  

• Discuss how many social media platforms have a blocking feature where they 

can block anyone who may be harassing them 
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What Not to Do 

In this section, students will become aware of things they should not do if they 

are being cyberbullied. Sometimes reacting will make the situation worse and put the 

student in more danger. Recommended discussion points and activities are as followed: 

• Presenter should stress how reacting or responding to your bully could cause 

more damage 

• Although it can be difficult, choosing not to respond to a bully is your best course 

of action. Bullies are looking for a response. They WANT to provoke a reaction 

because it makes them feel powerful and in control  

• Be the bigger person. 

Engaging in the same tactics 

as your bully makes you a 

bully as well. You can be 

held responsible for your 

actions and will probably get in trouble. You can set the best example by treating 

others how you would like to be treated 

• Most bullies WON’T stop harassing you until they have been confronted about 

their behavior. Most times, if you ignore your bully hoping they will go away, the 

bully will only try harder to hurt you. The problem will get worse 

• You deserve respect at all times, and there’s nothing that you did (or didn’t do) 

that is a justifiable reason to be bullied. Bullies are the ones responsible for their 

behavior 
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• The bully may escalate their behavior and engage in physical assault. You could 

be injured 

• You aren’t a “tattle-tale” or “a rat” by exposing a bully. Letting someone know 

what is happening to you is the correct and safe thing to do 

• There are many other options to help yourself. Start by reporting the bully to a 

trusted adult or someone in a position of authority 

• Have students brainstorm strategies to deal with negative feelings such as anger 

and rejection. The students could then role play in demonstrating one of the 

strategies for the class. Possible strategies for dealing with negative feelings are: 

Take five deep breaths, walk away, tell how you feel, talk to an adult, self-talk, 

draw a picture or write about how you feel 

• Have student brainstorm other ideas of things you should not do if you are being 

bullied 
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Supporting a Friend 

In this section, students will be given tips on how to support a friend who is being 

cyberbullied. People who are being cyberbullied often feel isolated and alone, so 

making them feel support will help tremendously. This also teaches students on how to 

be a good friend and not to bully themselves. Recommended discussion points and 

activities are as followed: 

• Ask students if they can think of any other ways to support a friend  

• Presenter can provide students 

with reflection prompts such as 

“How can I do my part?”, “What 

am I doing really well?”, and 

“How can I improve?” 

• Presenter can explain what it means to show compassion for others 

• Brainstorm student understanding of a healthy friendship. Ask students to think of 

a friendship they have and what they like about it. The discussion may lead to 

identifying being kinds, and respectful of others and their feelings, valuing other 

opinions and being supportive, knowing its ok to disagree. 

• Ask students what are some important qualities that you look for in a friend 

• Presenter should stress how it is not your responsibility to solve your friend’s 

bullying problem. This can cause more issues for you. It is your role to be 

supportive friend 
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• If someone discloses that they’ve been bullied, the most important thing can do is 

believe them and let them know you care 

• You cannot prevent someone from being bullied, but you can support them and 

let them talk about their feelings with you  

• You can offer to be there with them to provide support when they do this 

• You should stay with the person especially during situations or in places where 

they are likely to be bullied. Bullies are less likely to approach someone if they 

are with a group of other 

people  

• If you hear or see rumors 

being circulated about 

someone in person or online, 

you can refuse to pass it on 

and report the behavior 

• Most bullies are looking for attention. By refusing them an audience they may get 

bored with their behaviour and stop 

• If you see something posted online or receive content through a text that is 

meant to be distributed and humiliate someone, take a screenshot/save it and 

then report it!  

• You can remove the person from the scene by logging off chat or Facebook, 

leaving the building, etc.  
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• If you see something posted online or receive content through a text that is 

meant to be distributed and humiliate someone, take a screenshot/save it and 

then report it 

• Your friend may be angry with you for a while, but reporting bullying will help 

keep everyone safe within your school 

• Presenters may provide a variety of scenarios that require students to assess a 

bullying situation and respond with sensitivity and respect  

• Always report self-harm and suicidal thoughts to an adult right away 
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Self-Care 

In this section, students will be taught the importance of self-care. It is a useful 

skill to make you feel better if you are being bullied. Teaching self-care is also important 

since it is a skill that can be used if students are feeling down or angry because of other 

situations. It promotes positive mental health. Recommended discussion points and 

activities are as followed:  

• Presenter can have students 

brainstorm more self-care ideas  

• This would be a good opportunity to 

talk about the importance of mental 

health with students 

• Mental health day is a day with expectations or commitments. A day for you to 

engage in whatever makes you happy or brings you joy. You might bake a treat, 

watch a movie, go to a friend’s house, play with your pet, use your allowance to 

buy something on your wish list, have a bubble bath, etc.  

• Physical exercise (i.e., walking, playing sports, swimming, etc.) have been 

proven to release cortisol (the stress hormone) from the body. Exercise also 

helps to balance mood which can help you feel better about yourself 

• Start a journal where you can write about your thoughts and reflect on the 

positive things in your life (i.e., a gratitude journal). Journaling is a good way to 

put things in perspective and can help you process your feelings 

o This would be a great idea for teachers to start with their class! 
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• Mindfulness is the practice of learning to be “in the moment” while simultaneously 

noticing (but not judging or reacting) to your thought process. It is a calming 

practice which has been shown to reduce stress, depression and anxiety. You 

can access a free program about mindfulness on the Government of 

Newfoundland & Labrador’s “Bridge the gAPP” app and website for youth 

• Many people find artistic expression soothing. It also helps to distract you from 

negative thinking and rumination about your situation 

• Turn off your phone, ignore social media, shut your computer off etc. for an entire 

day and put you focus on being more present in your surroundings. Being 

unplugged removes the feelings of always being “on” and accessible to demands 

and requests. It can feel surprisingly good to connect with people in real time and 

not feel compelled to check online and see what your “missing out on” 

• When we feel stressed, we tend to eat food which are high in fat, sugar, and salt 

content (i.e., comfort foods). While this is fine occasionally, you should not eat 

these foods in excess. Consuming a lot of food with empty calories can ause us 

to feel guilty, tired and irritated. Focus on eating a healthy diet with snacks in 

moderation 

• To makes things less stressful, try to maintain the same routine that you had 

before the bullying started. For instance, making sure you get enough sleep, 

setting time aside for homework, maintain extracurricular commitments, etc. 

Keeping up with your routine is a good way to help you feel balanced and better 

able to cope with the situation 
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• Sign up for an extracurricular activity that you have always wanted to try (i.e., 

hockey, dance, etc.), learn a new hobby (i.e. baking, photography, etc.), or join a 

club (chess, writing, etc.) When we have new experiences, we enhance our 

personal growth and shift our focus away from feeling bad about ourselves 

• Whether that’s a friend, counsellor, coach, teacher, etc. Make sure you share 

how you feel with a safe and trusted person. It can help you progress your 

feelings and you will receive lots of emotional support 
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Staying Safe 

In this section, presenter will provide tips that the students can use to stay safe 

on the internet. Making students aware of their responsibilities as internet user will 

create a much more positive and safe space for the students in general. Recommended 

discussion points and activities are as followed: 

• Presenter should ask students if there are any other ways to stay safe on the 

internet 

• An anti-bullying pledge 

can be drafted, and all 

the students can sign it to 

make their classroom a 

bully-free zone  

• Have someone come in and teach the students on how to protect their accounts 

• Discuss the importance of creating a strong password that no one can guess 
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Conclusion 

At this point, the presenter should ask if the students have any questions 

pertaining to cyber safety, or any further clarification about the topics that were covered. 

It is important to stress again that bullying is never the victim’s fault and it is wrong to 

bullying others. Early education on the topic of internet safety is crucial as it will help 

model students for the future, and hopefully prevent potential future cyberbullying. 

Recommended discussion points and activities are as followed: 

• Have students share any 

cyberbullying experiences 

that they might of have in the 

past. This could be as a 

friend, victim, or a bully 

themselves. Ask how they 

corrected this behaviour and how the conflict was solved  

• Organize an anti-bullying day at the school. Allow the students to get involved in 

planning the day and help make posters 

• Have students create a PowerPoint presentation on cyberbullying that they can 

present to other classes 

• Have students create a public service announcement about cyberbullying or 

LGBTQ+ issues 

• Have students create an internet safety video campaign  

• Students can be asked to analyze anti-bullying campaigns and have a discussion 

on how the message is being portrayed   
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